4

. . Journal of Computer and Communications, 2022, 10, 74-87
&%?® scientif
cientific . . j .
": Research https.//www.surp..org/lourna|/|cc
94% Publishing ISSN Online: 2327-5227

@,

ISSN Print: 2327-5219

Fake Profile Detection Using Machine Learning
Techniques

Partha Chakraborty*, Mahim Musharof Shazan, Mahamudul Nahid, Md. Kaysar Ahmed,
Prince Chandra Talukder

Department of Computer Science & Engineering, Comilla University, Cumilla, Bangladesh
Email: *partha.chak@cou.ac.bd, mm.shazan586@gmail.com, nahidmahamudul056@gmail.com,
kaysarahmed@stud.cou.ac.bd, prince.cse.bd8@gmail.com

How to cite this paper: Chakraborty, P.,
Shazan, M.M., Nahid, M., Ahmed, Md.K. and
Talukder, P.C. (2022) Fake Profile Detection
Using Machine Learning Techniques. Jour-
nal of Computer and Communications, 10,
74-87.
https://doi.org/10.4236/jcc.2022.1010006

Received: September 12, 2022
Accepted: October 24, 2022
Published: October 27, 2022

Copyright © 2022 by author(s) and
Scientific Research Publishing Inc.

This work is licensed under the Creative
Commons Attribution International
License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

[OMom

Abstract

Our lives are significantly impacted by social media platforms such as Face-
book, Twitter, Instagram, LinkedIn, and others. People are actively partici-
pating in it the world over. However, it also has to deal with the issue of bo-
gus profiles. False accounts are frequently created by humans, bots, or com-
puters. They are used to disseminate rumors and engage in illicit activities
like identity theft and phishing. So, in this project, the author’ll talk about a
detection model that uses a variety of machine learning techniques to distin-
guish between fake and real Twitter profiles based on attributes like follower
and friend counts, status updates, and more. The author used the dataset of
Twitter profiles, separating real accounts into TFP and E13 and false accounts
into INT, TWT, and FSF. Here, the author discusses LSTM, XG Boost, Ran-
dom Forest, and Neural Networks. The key characteristics are chosen to as-
sess a social media profile’s authenticity. Hyperparameters and the architec-
ture are also covered. Finally, results are produced after training the models.
The output is therefore 0 for genuine profiles and 1 for false profiles. When a
phony profile is discovered, it can be disabled or destroyed so that cyber se-
curity problems can be prevented. Python and the necessary libraries, such as
Sklearn, Numpy, and Pandas, are used for implementation. At the end of this
study, the author will come to the conclusion that XG Boost is the best ma-
chine learning technique for finding fake profiles.
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1. Introduction

Social media plays a significant role in our lives today. Our lives nowadays rely
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heavily on social media. Everyone uses social media, whether it be to share beau-
tiful, expensive photos, follow celebrities, or talk with nearby and distant pals. It
is a fantastic place for exchanging knowledge and interacting with others. How-
ever, everything has a drawback. Social media has a significant role in our lives,
yet there have been times when it has become problematic.

There are 229 million daily active members of Twitter and 465.1 million monthly
users. Furthermore, Facebook creates six new users per second, for a daily aver-
age of about 500,000 new users. Every day, a huge amount of information is
posted on Twitter. On Twitter, one can access the most popular articles, the lat-
est hashtag, news, and information on their most recent trip. Within the allotted
280 characters, people can reply, like, remark, exchange ideas, and express their
viewpoints. There are often rumors, but there are also significant worries that
are investigated. The various socioeconomic groupings get tense as a result of
these rumors. Concerns around privacy, exploitation, cyberbullying, and false
information have recently come to light. All of these activities involve the use of
fake profiles. Humans, machines, and cybernetic beings may all create false ac-
counts [1]. “Cyborg” accounts were once established by individuals but are now
managed by machines.

False profiles are frequently made under fictitious identities, and they spread
defamatory and abusive posts and images to influence society or advance an-
ti-vaccine conspiracy theories, among other things. Phony personas are an issue
on all social media platforms nowadays.

Most false profiles are made with spamming, phishing, and gaining more fol-
lowers in mind. The fraudulent accounts are completely capable of committing
online crimes. Fake accounts represent a serious risk, including identity theft and
data breaches. When consumers access the URLSs sent by these false accounts, all
user information is sent to distant servers where it may be used against them.
Furthermore, phony profiles purportedly created on behalf of businesses or indi-
viduals can damage their reputation and reduce the number of follows and likes
they receive.

Social media propaganda is a challenge in addition to all of these. Conflicts
arise as a result of false accounts spreading inaccurate and inappropriate infor-
mation. The main objectives of this research project are given below:

» These fake profiles are also made to gain more followers.

» Phony profiles have been shown to hurt more people than other online crimes.
Therefore, it’s critical to spot a phony profile since the user is informed.

» The main goal of fake accounts on the site is to disseminate spam, informa-
tion, and other false information.

» This study takes a look at the technical work that has been done and what is
being done now to find fake profiles.

» To protect real users from people with bad intentions, it’s important to find
these fake identities.

Here the author discusses finding fraudulent Twitter identities in this exact
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situation. Different machine learning models are used by the author. The dataset

of Twitter profiles is used, with INT, TWT, and FSF being used for fake accounts

and E13 and TFP being used for authentic accounts. Typical defenses against the
creation of fake profiles include:

» When building social media accounts, techniques like user verification must
be used.

» User behavior research must be used to find suspicious activity. It will be ad-
vantageous to use a bot detection system that uses real-time Al analysis.

» You must make use of automatic bot prevention technology. By making the
LSTM, XG boost, random forest, and multi-layered neural network models,
the author made a contribution to technology. These methods are some in-
stances of machine learning with supervision.

Additionally, LSTM uses tweets to categorize data, and soon its output will be
able to be paired with such a convolutional CNN architecture [2]. Several sec-
tions make up the document. Prior research, data preprocessing, technique, ex-
perimental results, model accuracy, conclusion, and forthcoming investigations

are all presented in an organized manner.

2. Literature Review

This debate has long been ongoing: is it a boon or a bane? Additionally, all busi-
nesses sought to offer a platform that had fewer faults and offered a better user
experience. This leads to daily updates and new developments. We looked at
prior research addressing related issues because we found that there hasn’t been
much progress in finding fake people’s identities on social media sites like Twit-
ter.

Several methods classified profiles in accordance with account activity, the
volume of requests that were responded to, the volume of communications
that were delivered, and other characteristics. A graph-based system underlies
the models. Others attempted to distinguish between cyborgs and robots us-
ing certain techniques. Below is a list of some earlier studies. Messages are
deemed spam if certain words are present in them. This theory has been ap-
plied to identify phony social media profiles. Techniques for pattern match-
ing were employed to find these words on social media. However, this crite-
rion has a big disadvantage because new terms are constantly being created
and used. On Twitter, it is also becoming common to utilize acronyms like
lol, gbu, and gn.

In 2008, Sybil Guard [3] was created with the goal of reducing the tainting im-
pact of social media assaults by Sybil. The occurrence of walk-random encoun-
ters was restricted, and each node’s random walk was also Kleinberg’s synthetic
social network served as the dataset. At about the same time as the Sybil guard, a
different strategy known as the Sybil restriction was also created. It operates un-
der the same premise as the Sybil guard, except that the zone outside of Sybil is

fast combining. To make it work, each node used an approach that included
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many random variables. Additionally, ranking was determined by the frequency
of walk intersection tails. In 2009, Sybil-infer was created. Using the supposition
that randomized walks and the non-Sybil area are quickly combined, it makes
use of methods like model-based sampling, greedy algorithms, and Bayesian net-
works. Threshold selection is a probability-based selection method. Using greedy
search, Mislove’s algorithm from 2010 chose profiles from the Facebook dataset
based on metric adjusted conductivity. The Facebook Immune System, a new
model that included random forest, SVM, and boosting approaches, was intro-
duced in 2011. The feature loops were the selection technique, and they also em-
ployed the Facebook dataset.

Depending on how many of your friends may have tags or connection histo-
ries, Facebook uses an algorithm to identify bots. The aforementioned guide-
lines can be used to spot bot accounts, but they fall short when it comes to hu-
man-made false accounts. Bot detection employs unsupervised machine learn-
ing. In this technological method, information was compiled based on proximity
rather than tagging. Co-attributes made it possible for grouping functions to dis-
tinguish the bots so well.

In 2012, a regression approach called the Sybil rank [3] [4] was created. Inte-
raction, tagging, and wall postings are to order the profiles. False accounts are
rated lower than true accounts, which are ones with a higher ranking. However,
this approach was unreliable.

since occasionally an actual profile would receive a poor rating, even when it
was excellent. The next type was the Sybil frame, which was created. It used a
multistage level of categorization. It functioned in two stages, first with a con-
tent-based strategy and later with a structure-based one.

These methods have been used in some recent research on this subject. The
authors of one of the earlier studies [5] developed a blacklist that is capable of
telling the difference between phony features and fake accounts. Using dynamic
CNN as a framework, a study [6] offers Deep Profile, a method that uses a su-
pervised learning algorithm to detect fake accounts. The authors of a study [7]
combined the SVM, RF, as well as Adaboost to detect the OSN fake account. A
study [8] specifically used regression analysis and also the random forest clas-
sifiers technique to identify phony Instagram accounts. Different writers create

diverse connected works [9]-[18].

3. Methodology

The author employed XG Boost, a random forest [19] method, and observable
features from a profile-focused multi-layered neural network in this model. The
model can easily read the extracted characteristics that were saved in a CSV file.
Finally, whether a profile is genuine or not is finally determined by the training,
testing, and analysis of the model. Because Google provides free GPU utilization,
researchers chose Google Colab to build models. The 12-gigabyte (GB) Google
Colab NVIDIA Tesla K80 GPU can run continuously for 12 hours. This technique
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is quite good at identifying fake profiles. After being trained, this model’s accu-
racy might be greater than in earlier comparable research. This design also em-
phasizes a visually pleasing framework. A representation of the system architec-

ture is shown in Figure 1 below.

Dataset collection CSV File Conversion > Pre-Processing

~z

Model
Deployment

~7

The Identification
ofFake Profiles

Figure 1. System architecture.

3.1. Dataset Collection

The MIB dataset was used by the author [20]. 3474 actual profiles and 3351 false
profiles made up the data set. The data set utilized E13 and TFP for legitimate
accounts and TWT, INT, and FSF for fraudulent ones. For machine extraction,
the data is stored in CSV format.

In Figure 2, each indicator x-axis displays the characteristics that were uti-
lized to recognize the fake profile. During the preprocessing, these were chosen.
The number of entries for each feature that is present in the dataset is shown on

the y-axis.

6825 6825 6825 6825 6825 6825 2284 6436

1.0 6825
0.9
08 5455
0.7
0.6 4085
05
0.4 2725
0.3
0.2 1370
0.1
0.0 0

statuses_num followers_num friends_num fav_num  lang_count listed_num geo_enabled background_image

Figure 2. Dataset.

3.2. Model Development

In this section, the author presented the proposed solution to the challenge of
detecting phony accounts by focusing on the features of such a situation. To be-

gin with, a calculation was done to get the social network’s graph’s adjacency

DOI: 10.4236/jcc.2022.1010006

78 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2022.1010006

P. Chakraborty et al.

matrix. After that, a calculation was made to determine the degrees to which
nodes (social network users) are similarly based on their network friends. Fol-
lowing that, the similarity matrices for each of the stated metrics were con-
structed, including the similarity based on common friends, the similarity based
on Jaccard, the similarity based on cosine, and any other relevant measures. At
this point, several matrices were shown to show how similar the nodes were to
each other.

All of the data was tagged as normal because the data in these circumstances is
unbalanced and 98 - 99 percent of it relates to the exact majority class (normal
users), making it difficult to understand the clarification of both the minority
class (fake subscribers) and the overall accuracy of classifications. The SMOTE

was used to get the statistics to reach equilibrium in order to tackle this problem.

3.3. CSV File Conversion

Due to the substantial dataset, the author chose to store it in Microsoft Excel.
Then, for planned software to be able to make use of this data, the author ex-
ported these Excel files into CSV format. The following steps were taken at the
time of the conversion of the Excel file to CSV:

» Launch the file that is being imported. Text Edit Notepad and other spread-
sheet programs like Microsoft Excel and Google Sheets are both viable op-
tions for accomplishing this task. Alternatively, you might use Excel (Win-
dows).

Select File.

Select the Save As option.

Y V¥V

» If the author would like, the author can rename the file, and then choose
the.csv extension (comma-delimited).
» Click the Save button.
After completing these steps, the author found a final dataset for our proposed

system where the dataset was stored in a CSV file.

3.4. Proposed Methodology

The author used a variety of supervised algorithms, all with varying degrees of
accuracy, to identify bogus Twitter profiles. Based solely on attributes that are
visible, each model can identify a false profile. The same set of data is used to
depict the accuracy and loss graphs for each supervised model. Additionally,
comparison graphs of the accuracy of several models are displayed. The right
optimization methods, loss functions, and logical operations are used to train

the models. The list below includes a description of the models utilized.

3.4.1. Pre-Processing

Here the author adds one additional step of preprocessing before moving on to
the models. Before the data set is delivered to a model, it is preprocessed. This
approach seeks to determine whether a profile is genuine or fraudulent based on

its look. All the specific details are now established. The categorical aspects have
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Friends_num

follower_num

status_num

listed_num

fav_num

lang_count

geo_enabled

use_bg_img

been eliminated, leaving only the numerical data. Here the author chooses the

following characteristics [21]:

status fav geo listed followers lang

friends
count num enable count count

A data set of accurate and inaccurate users is then combined, and each profile
is given the additional label “isFake”, a Boolean variable. The response related to
profile X is then saved in the Y variable. Finally, zeros are used to replace any
blank entries or NAN.

3.4.2. Artificial Neural Network

Deep learning neural network systems behave similarly to the similar neuron
networks largely seen in the human brain [22]. Each layer of the neural network
contains neurons (nodes). The author made use of Keras’ sequential. Three hid-
den layers, an output layer, and an input layer are all parts of the model’s con-
struction (Figure 3). Each has activation capabilities aside from the output layer.
As a function for activating the output layer, sigmoid is used. The model was
built using the Adam optimizer and the binary merge loss function. This model
makes use of ANN with the aforementioned architecture. Lastly, the sigmoid
function gives out a number between 0 and 1 that shows whether it thinks a

given profile is fake or real based on its prediction.

OUTPUT RESULT

——| INPUT ,|HIDDEN ,/HIDDEN » HIDDEN| LAYER

LAYER "| LAYER “| LAYER “| LAYER

Figure 3. ANN architecture.
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Hyper parameters

ReLUs (rectified linear units): The corrected activation functions are represented
by the piecewise linear factor. Since ReLU is simple to train and produces supe-
rior results, it is often utilized as the primary learning algorithm in neural net-

works.

3.4.3. Random Forest

The ensemble learning approach known as random forest (or random-decision
forest) is one example of this kind of method. Machine learning employs this
technique because it is simple to apply both to classification and regression is-
sues. Like in Figure 4, rather than depending on a single decision tree, the ran-
dom forest uses predictions from each tree and predicts the result based on the
votes of the majority of predictions. Random-forest, however, creates many more
decision trees than the decision tree method does, and the final result seems to
be the sum of nearly all of decision trees that have been created. For profile de-
tection, the author employed the random forest method. The model takes in data
and outputs relevant results. The bootstrap aggregating procedure is used to fit
the trees (£,) to the sample for the given set of X =x,,x,,---,x, and
Y=y,y,,,y, answers. A random sample is selected at regular intervals (B
times). After being trained, the following procedure is used to determine the re-

sults for a given sample(x):

Training set

Training sample
2

Training sample
n

Training sample
1

Decision Tree

Decision Tree

Decision Tree

Random Forest Prediction

Figure 4. Random forest architecture.
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f=2 0 () )

3.4.4. Extreme Gradient Boost

Another ensemble learning technique for regression is XG Boost. Subsampling
of different parameters of Stochastic Gradient boosting this algorithm is imple-
mented.

The disadvantage of random forest is that it works best when all the inputs are
present, or when there are no missing values. The author employs a gradient boost-
ing approach to get around this.

In accordance with the boosting procedure, Fy(x) is initialized initially

fo(x):argminyzllL(yl.,y) ()

The gradient of the loss function is then calculated iteratively after that

é'L(yi,F(xi))
Vim=—C [ F(x) (3)
Finally, it defines the boosted model F, (X).
F, (x) =F (x)+ Vol (x) (4)

The learning rate is a.

The multiplicative factor is y,.

3.4.5. Long Short-Term Memory
The author of this work developed an LSTM-based framework for assessing a
profile’s credibility using tweets. While training an LSTM on this website and
tweets, the author handled the filter that is used to remove the identifier strings
from each tweet.
» Lowercase letters are used to write on all tokens.
» Tweets are no longer allowed to use stop words.

The author then used an embedding layer to build vector representations of
the incoming words from these blockchain-enabled tweets. The output is then
made by moving the single 32-dimensional vector output of the LSTM forward

within layers that are triggered by sigmoid functions.

4. Experimental Results and Discussion

The outcomes of each model’s training and testing are as follows. For the LSTM
neural network, the ROC curves of stochastic forest, XG boost, and other ap-
proaches are given, along with model accuracy comparisons, loss versus eras

graphs, and model comparisons.

4.1. Neural Network

For the trained neural network, the model accuracy graph and models’ loss graphs

are as follows (Figure 5 and Figure 6).
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Model accuracy

Accuracy

o

©

o
1

0.88 A

Train
0.86 A Val

Epoch

Figure 5. Model accuracy.

Model loss

Loss

Figure 6. Model loss.

The accuracy and loss graphs shown above represent the results of 15 epochs
of operation. Beginning at 0.97 and having reached its optimum, which is 0.98,
the accuracy fluctuates initially during the course. The loss graph likewise has a
local minimum of less than 0.5 before beginning at 1 for the test dataset and 4 for
the validation data. It uses the binary cross-entropy function to calculate the loss.
The machine first assigns random weights to each feature before giving each fea-

ture a particular weight.
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4.2. Random Forest and Other Approaches

Several model’s accuracy, such as decision trees, xgboost, random forests, and ada

boosts, is shown in the comparison plot below (Figure 7). The XG boost, which

is equal to 0.996, produces the highest level of precision. Additionally, decision

trees and random forests both have an accuracy of about 0.99. The author now

gets an ADA boost, at last.

The accuracy comparison (Figure 7) and ROC curve graphics (Figure 8 and

Figure 9) are shown below.

1.000

0.995

0.990

0.985

0.980

0.975

0.970

XG BOOST ADA BOOST DECISION TREE RANDOM FOREST

Figure 7. Different model’s accuracy.

1.0
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0.6

0.4

0.2

0.0
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Figure 8. XG boost ROC curve.
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Figure 9. Random forest ROC curve.
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4.3. Discussion

Fake accounts on Twitter have the ability to change concepts like influence and
popularity, which could have an effect on the economy, the political system, and
society. They are dangerous for social media networks. This work uses a variety
of algorithms to recognize false profiles, as the authors claimed in the introduc-
tion, so that makes sure that users won’t be alarmed or damaged by malicious
people. The authors of one of the previous research developed a blacklist that ef-
fectively distinguishes the fake features from the fake accounts. Various algo-
rithms for machine learning are compared in this study to show which ones
produce the best results (XGBoost 99.6%), even though those results are higher
(94.9%) than those of the previous spam word list-based method (91.1%). In a
study that used dynamic CNN, DeepProfile was introduced as a method that
employs a supervised learning algorithm to foresee phony accounts. Another in-
triguing technique to determine sybil features based mostly on registration time
was employed by another study [23]. Because they had similar IP phone numbers
and addresses to the sybil, many legitimate individuals were incorrectly labeled as
false positives, according to the investigation’s authors. In different-sized towns,
they had rates of false positives of 7%, 3%, and 21%. The study’s authors had a
95% accuracy rate, which was a stunning result. In a study [24] that used feature
extraction using phony profiles, the SVM-NN classification system had the
highest performance of 98.3% in predicting sybil profiles.

5. Conclusion

The author used the CNN Model, Random Forests, and XG Boost supervised
learning methodologies in this architecture to teach the system how to recognize
fraudulent Twitter accounts depending on the information that is readily availa-
ble. The main limitations of this project are that it works only on visible data and
has no real-time application. By running a CNN on the numerical and categori-
cal data as well as the profile photos, more tasks can be done. Also, adding more
parameters, combining multiple models, and making a model that works in real
time could lead to better results. The regions in the model and data may be given
various degrees of prominence depending on their size or their particular signi-
ficance in the recognition process. For instance, using this strategy would make
it easier to pinpoint regions where extremely complex problems must be located,
such as those that occasionally arise and the latter. Despite their complexity, these
hybrid models ought to yield superior outcomes. However, occasionally combin-
ing these approaches may not have a significant impact on the outcome. The
model will then be prepared for more social media sites like LinkedIn, Snapchat,
WeChat, QQ, etc.
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